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Abstract

Communication network data, such as the volume of
traffic and the number of users, has been mainly used for
facility engineering of communication networks. This use
focuses on quantitative data. The qualitative data on a com-
munication network can be seen as analogous to the char-
acteristics of human activity in society. If such sociological
information can be extracted from communication network
data, it would be possible to develop technology that sup-
ports enterprises in developing their marketing strategies.
We have found that the power law is applicable to the vol-
ume of cellular phone traffic and the number of SNS users,
and, using this property, we have identified the structure of
a social network used for the exchange of information be-
tween SNS users. In this paper, we investigate the charac-
teristics of the communication frequency on links in social
networks by using the power law observed in the process of
computer virus infection, and propose an information prop-
agation model. Our simulation result shows that the pro-
posed information propagation model exhibits characteris-
tics similar to those in the data obtained from a real SNS.

1. Introduction

Knowledge about trends in user preferences and behav-
ior is critical for enterprises in developing their business op-
erations or marketing strategies. If enterprises can find out
how users are responding to their products or services, they
can make appropriate responses to these reactions. For ex-
ample, they can use such information to determine whether
their new products have been widely accepted by users and
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consequently whether it is wise to withdraw from the mar-
ket rather than make further investment. Enterprises usu-
ally ascertain user responses through questionnaire surveys
or by asking research companies to conduct a survey. How-
ever, these methods are costly, time-consuming and often
not very reliable. Therefore, enterprises still find it difficult
to reflect user responses in their business strategies.

If we can assume that trends in user behavior reflect
the universal characteristics of the structure of a social net-
work, it can be expected that by studying this structure we
can obtain the basic understanding required for the develop-
ment of marketing strategies that are independent of specific
products or services. However, the use of questionnaires is
too costly and time-consuming for a detailed survey of the
structure of a large social network.

We can assume that data on a communication network,
such as the volume of traffic and the number of users, reflect
the characteristics of human societal behavior in one way or
another. If such sociological information can be extracted
from data on a communication network, it should be pos-
sible to develop technology that supports enterprises in de-
veloping their marketing strategies. The aim of our present
study is to examine a variety of data on a communication
network in order to ascertain the structure of the social net-
work of its users, and to develop technology useful for the
development of marketing strategies. We have found that
the power law is applicable to the volume of cellular phone
traffic and the number of SNS users,and, using this prop-
erty, we have elucidated the structure of a social network
used for the exchange of information between SNS users
[41,03].

In this paper, we use the power law observed in the pro-
cess of computer virus infection, and the power law ob-
served in the communication time for exchange of files
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using file sharing software to examine the frequencies at
which people access the network. In addition, we use the
analogy of the resonance frequency of a band pass filter to
examine the frequencies at which communication links be-
tween users are used. We have conducted a simulation of
information propagation in the network model given in Ref-
erence [3], and confirmed that the simulation gives results
similar to the data obtained from a real SNS.

2. Analysis of the frequency at which people
use the network

This section examines how people use the network
by analyzing the process by which computer viruses are
spread.

There are several types of computer viruses. In this pa-
per, we will consider only worm-type viruses (hereinafter
simply referred to as worms). A worm operates indepen-
dently rather than parasitizing another program. It spreads
itself over the network by taking advantage of emails and
file exchange protocols. The user’s computer is infected
only when he or she executes an infected file (filename.exe)
received via email or a file exchange protocol. In other
words, infection is triggered by an intentional action by the
user to obtain information through the network. Therefore,
the process of worm propagation can be considered as re-
flecting the characteristics of user behavior when he or she
actively uses the network.

2.1. Characteristics of worm-type computer
virus propagation

We analyzed the data on changes over time in the number
of hosts infected with computer viruses as posted on the
Web site of Trend Micro Incorporated [2]. Since there are
different types of worms, we decided that worms that satisfy
the following two conditions met the objective of our study.

e Many hosts were infected;

e Hosts were infected through the network via email or
file exchange protocols.

Figure 1 shows changes over time in the number of
hosts infected by ANTINNY.A and NETSKY.Q, both of
which satisfy the above two conditions. The infection of
ANTINNY.A was spread by a file sharing program called
Winny, while that of NETSKY.Q was spread mainly by
email. The horizontal axis shows time, and the vertical axis
shows the number of newly infected hosts detected by Trend
Micro. The figures show that the number of newly infected
hosts tends to decrease over time. In order to examine this
trend more closely, we plotted the data on a double logarith-
mic chart as shown in Figure 2.
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Figure 1. Changes over time of newly infected
hosts

On the horizontal axis, ¢ = 0 is the first time the worm
appeared (which is also the date when an anti-virus program
began to be distributed). A line with a gradient of 2/3 is
also shown as a reference. Figure 3 shows similar charts for
NETSKY.P and HTML NETSKY.P, which also satisfy the
above-mentioned two conditions.

These charts show that the number of newly infected
hosts decreases at a rate of t to the power of 2/3 irrespec-
tive of the type of worm, where ¢ is the elapsed time from
the first appearance of the worm [5]. Since this characteris-
tic is not dependent on the type of worm, we can conclude
that it reflects the behavior of users rather than the behavior
of the worm.

2.2. Distribution of network access frequen-
cies

In order to roughly explain the above decrease in the
number of infected hosts, we consider f to be the frequency
at which the user accesses the network, and assume an ideal
situation in which each user has his or her specific f. The
factor that directly affects f is the user’s active attempts to
execute an infected file. Indirect factors that determine the
frequency at which the user takes such an action are as fol-
lows:
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Figure 2. Number of newly infected hosts on
a double logarithmic chart (1)
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Figure 3. Number of newly infected hosts on
a double logarithmic chart (2)

o In the short term, the number of emails sent or received
and the number of exchanges of files using a file ex-
change application per unit time;

e In the medium term, the frequency at which the user’s
computer is started;

e In the long term, changes of the computer or the user,
such as may occur when the user buys a new computer,
changes his or her ISP, or is transferred to a new orga-
nization.

Let 7n(t) be the number of users accessing the network at
time ¢. Let us consider the following Fourier transform of
n(t) with the network access frequency f as the frequency.

Hn= [

We assume that time ¢ = 0 has no specific meaning, and
that n(¢) is an even function having the same property in
both the future and past directions, namely n(t) = n(—t) .
Then H(f) becomes a real function. Here, H(f) df is the
number of users in the network access frequency range of

(f, f+df].

n(t) e 2 it qt (1)

2.3. Relation between the number of newly
infected hosts and H(f)

Let I(¢) dt be the number of newly infected hosts during
period (t,t + d¢] starting after time ¢ has elapsed from the
first appearance of the worm.
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Figure 4. Rate at which infected files are en-
countered

The above section analyzed worms that infected many
hosts. It is likely that such worms are widespread through-
out the network. (It is to be noted that not all hosts that
have infected files in them are infected because they are in-
fected only after an infected file is executed.) Therefore,
the probability of a network user encountering an infected
file is determined by how often he or she accesses the net-
work. We assume that a certain percentage of users execute
an infected file inadvertently (or deliberately).

First, we consider the cumulative number of infected
hosts fg I(s)ds for a period (0,¢]. If the network access
frequency f is 1/t or greater (i.e., 1/f < t), all hosts whose
network access frequency is f encounter an infected file
during time ¢. On the other hand, if f is lower than 1/¢ (i.e.,
t < 1/f), the rate at which all hosts whose network access
frequency is f encounter an infected file during time ¢ is ft
(< 1) (see Figure 4). From this, the cumulative number of
infected hosts becomes

oo

H(f)df

1/t

t 1/t
/ I(s)ds=c¢ FtH(f)df + )
0 0

where c is constant, and is the proportion of users who ex-
ecute an infected file inadvertently. We differentiate both
sides of the equation with ¢ and use I(t) = O(t=%/3) to
obtain

1/t
It)y=c | fH(f)df =0@t/?)

0

3

The integrant becomes H(f) = O(f~'/3) . Therefore, we
get

“



3. Network access frequency as seen from the
distribution of Winny connection times

This section aims to obtain additional evidence that sup-
ports Equation 4 by analyzing the distribution of Winny
connection times.

3.1. Distribution of Winny connection
times
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Figure 5. Distribution of Winny connection
times

Ohzahata et al. measured the connection times of Winny
users on a real network [6]. Figure 5 shows the result of
their measurement, which was made over a 30-day period.
The double logarithmic chart in Figure 5 shows Winny con-
nection time (in seconds) on the horizontal axis and the
number of users for the corresponding connection time on
the vertical axis. The density function w(t) of the Winny
connection time for ¢ becomes

= O0(t™2/3) 5)

The behavior at the right bottom corner of the chart does
not match Equation 5 because the measurement period was
finite.

w(t)

3.2. Analysis of network access frequency

As we did with the analysis of worms, we will study the
distribution of the connection time of the file exchange ap-
plication. We assume that a file exchanging host terminates
its connection as soon as it has obtained the desired file.
This means that both the recipient and the host that has the
desired file have connections at the same time. Let w(t) dt
be the probability at which the desired file is found during
time (t,t + dt], where ¢ is the time elapsed from the begin-
ning of the connection setup. Let X be the connection time,
then w(t)dt = P[t < X <t +dt].
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First, we will consider the case of P[X < ¢]. If the net-
work access frequency f of the host that has the desired file
is 1/t or greater (i.e., 1/f < t), the connection time is ¢ or
smaller. On the other hand, if the network access frequency
f of the host having the file is smaller than 1/t (i.e.,t < 1/f
), the probability at which the recipient searching for the file
and the host having the file are connected at the same time
within the connection time ¢ becomes ft(< 1). Thus, the
distribution of the connection times becomes

1/t 0o

P[X <t]= a(f)H(f)df

(6)

fta(HYH(f)df + /

1/t

where a(f) is a weighting function used to take into consid-
eration the case where the hosts that have the desired files
tend to have a specific network access frequency, and thus
a(f)H(f) indicates the probability density that the host that
has the desired file has the network access frequency of f.
As in the case of worms, we differentiate both sides of the
equation to get

1/t

w(t) = fa(HH(f)df @)

Since we know Equation 5 from the measurements, we get

1/t
fa(HH(f)df = 0((1/1)*?) @®)
Therefore, the integrand becomes
a(f)H(f) = O(f =) ©)

From the analysis of computer viruses, we know that

H(f)=0(f=*7),
(10)

This indicates that there is no noticeable deviation in the
distribution of the network access frequencies of the hosts
holding desired files. In other words, the rate at which files
spread through file exchange using Winny is proportional
only to users’ network access frequency as is the case with
the spread of worms.

Conversely, as can be inferred from the behavior of the
increase in the number of recipients newly infected with
ANTINNY.A via Winny, if we assume that the files ex-
changed by Winny propagate as computer viruses do, we
can say that the data on the connection time for Winny
provides corroborative evidence that the distribution of net-
work access frequencies is

H(f)=0("?)



4. Relationship between the degree distribu-
tion of human relations and network access
frequencies

From the data on the relationship between the number
of mobile phone users and the amount of traffic and on the
change in the number of SNS users over time, we know the
following about the degree distribution in a users’ informa-
tion exchange network [1].

n(k) = O(k™) (1)
where k is the degree of users, and n(k) is the number of
users having degree k.

We assume the following in order to examine the rela-
tionship between the structure of a users’ information ex-
change network and the network access frequency.

Assumption: Network access frequency f is a function of
degree k.

Substituting f (k) into f in Equation 4, and considering that
H(f(k)) = (H o f)(k) is a function of k, we get

H(f(k)) = (Ho f)(k) = O(f(k)~*/?)

(H o f)(k) is the number of users having degree k, and thus
is

12)

n(k) = (Ho f)(k) (13)
From Equation (11), we get
f(k) = O(K) (14)

This result is also reasonable from the intuitive expectation
that users with a large k, i.e., a large number of entities to
communicate with, tend to be heavy users with a high level
of network access frequency.

Let Ly (k) be the communication frequency on a link of
the user having degree k. From the above discussion, L ¢ (k)
becomes

f(k)

Ly(k) = =

O(k?) (15)

Therefore, it is in the order of the degree squared.

5. Proposal of a model for the communication
frequency on a link

The previous sections examined the network access fre-
quency of a specific user. The characteristics found are spe-
cific to the user and do not describe the communication fre-
quency on links between users. In this section, we consider

170

the interaction between the communicating parties, and dis-
cuss a model that determines the communication frequency
on a link.

In examining the communication frequency on a link, we
do not consider the type of communication that is completed
by the user unilaterally sending information to the other
party. Rather, we consider an interactive communication
that is completed only when the other party responds to the
originating party. We consider that this is “real-world” in-
formation propagation that can be applied to word-of-mouth
and other types of marketing. For example, in a large SNS
called mixi [1], a user can join the SNS only at the invitation
of the existing user. In an information propagation process
like this in which communication is considered completed
only when an invited user accepts the invitation of an ex-
isting user, it can be considered that the real information
propagation process is determined by a relation that takes
into consideration not only the communication frequency
of one party but also that of the other party.

Let us consider a link that connects two nodes, H and
L. Let the degrees of H and L be ky and k; (kp, > ki)
respectively. Let the communication frequencies of H and
L be L¢(kp) and Ly (k;) respectively. It is reasonable to
assume that the communication frequency on the link does
not exceed the access frequency L (ky) of the user on the
high frequency side and that it does not go below the access
frequency L¢(k;) of the user on the low frequency side.
Therefore, the communication frequency on a link should
be a value between Ly (ky,) and L¢(k;). Since human sense
obeys logarithmic scale, we assume that the communication
frequency on a link is given by the geometric average of the
frequencies of two ends as

Ly(kp) - Ly(ky) = O(kp, - ki) (16)
This model means that the communication frequency on a
link is determined by the product of the degrees of the two
ends of the link.

Incidentally, we can consider an analogy.  Since
the communication frequency on a link is in range
[Lf(ki), Ly(kr)], we may be able to regard the link as
a band pass filter with cutoff frequencies of L¢ (k) and
L¢(k;). The frequency gain of a band pass filter for an
analog circuit takes the maximum value at the resonance
frequency, and it is obtained as the geometric average of the
cutoff frequencies, (16). In this sense, the communication
frequency may be the resonance of users at two ends.

6. Evaluation and consideration of the results

We created a network model that reflects the relationship
between the number of mobile phone users and the volume
of traffic on the one hand and the social network structure
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on a link using resonance frequency

obtained from the chronological change in the number of
SNS users [3] on the other, and simulated information prop-
agation on that network model. In this network model, a
node represents a user, and a link represents the informa-
tion exchange relation between users.

We adopted a simulation model in which the number of
users increases only as a result of an existing user inviting a
new user as is the case in the large SNS, mixi. We call this
model a mixi type model. In this simulation, we examined
how the number of users increases over time. In a mixi
type model, the entry of a new user is heavily dependent on
the structure of the social network of the users. Therefore,
differences in the structures of social networks should have
a strong effect on the characteristics of the increase in the
number of users.

The simulation was executed under the following con-
ditions. The number of nodes was 50,000. At the initial
state, only those nodes that have the highest degree hold
information. The state of a node having information corre-
sponds to the state that the user is already a member of a
mixi type SNS service. Information is propagated from the
node that already has information to a node that does not
over the link connecting them. This means that no infor-
mation propagation occurs between nodes that do not have
a link connecting them. The propagation of information to
a node that does not have information corresponds to the
subscription of a new user to a mixi type SNS service. To
conduct the evaluation, we caused information propagation
at a rate proportional to the communication frequency on a
link, and observed how the number of nodes receiving infor-
mation changes over time. We considered three information
propagation models depending on how the communication
frequency on a link is determined:

e (k% model) : The communication frequency is the
same on any link, and information propagation occurs
at random.

e (k% model) : The communication frequency is deter-
mined by the product of the degrees of the two ends of
alink( Lf(]{ih) -Lf(]{il) )
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Figure 7. Results of the evaluation of different
information propagation models

o (k*model) : The communication frequency is deter-
mined by the square of the product of the degrees of
the two ends of a link ( Ly (kp) - Ly (ki) ).

Figure 7 shows, on a double logarithmic chart, how the
number of nodes receiving information changes over time
for each information propagation model. Figure 8 similarly
shows the change in the number of mixi users over time [1].
Lines with a gradient of 3 are included in the charts for com-
parison. These results reveal that the k2 model reproduces
the actual information propagation well, and produces a re-
sult that matches what can be expected from Equation 15.

7. Conclusions

In this paper, we have used the power law observed in the
process of computer virus infection, and the power law ob-
served in the communication time of file sharing software,
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to examine the frequencies at which people use the network.
In addition, using an analogy of the resonance frequency of
a band pass filter to the characteristics of network access
frequency, we proposed a mode for the communication fre-
quency on a link connecting users. In order to validate the
model for communication frequency on a link, we have sim-
ulated information propagation on a social network model.
We have confirmed that the simulation gives results similar
to the change in the number of users of a real SNS. We will
verify the structure of a social network using other types
of data. Also, based on the proposed information propaga-
tion model, we will study application technologies, such as
those that can be used in developing marketing strategies.
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